55244 5 1240 LGRS Vol. 24 No. 12
20254F 12 H Software Guide Dec. 2025

i

ot

FRMHAETIRMEEE

Sz SE 1,2
% %

(1. EAMKF BEELTFHRER;
2. BAMKFE ERLEAERREMELAEEELRT, AL 42 KM 154007)

H B AEBRRTREY EREPRAGERES TFHERREEEEELEE BRESEIFEBRBBEFEARSL
FOPERY KA &, BB B RS B TR KR T VA A R e i I RAR AP T 6 SR E, M B e T SE 69 IR RA R AP T
B, B, e T E giﬂkm%ﬂ{%%f&ﬁvﬁ%ﬁkﬁﬁnuﬂ’m‘#’ MG mERNES ., BE,ATERK
R ER3E P B0 BRI KA AR R AR B S TR R A T A M e yf@ ) QY|
ARG AESEATE S X\Ifﬁl’%}iﬁ%ﬁ?@éﬁﬂﬁ%ifﬁ%L4?ﬁéml§Ixi,,afé%EIé’Mt%M -3
TR ARG EINAT TG R FEFEREREFARG LR IR R E BRI, HRRFRIGH T &,
FEIEW AR H AR F e 2k,

K FRENGERE T BRI ERE A e g

%
DOI.: 10. 11907/rjdk. 241730 AT HEREEE . EN
/1 & 432K 5 : TP309 X ERARIRED : A XE /S :1672-7800(2025)012-0057-10

Research Progress on Privacy Measurement in the Internet of Vehicles Environment

LOU Hao'?

(1. School of Information and Electronic Technology, Jiamusi University ;2. Key Laboratory of Autonomous Intelligence and Informa-

tion Processing in Heilongjiang Province, Jiamusi University , Jiamusi 154007, China)

Abstract: The development of privacy protection technology is crucial for preventing the leakage of privacy information in the connected car
environment. Privacy metrics are a key factor in evaluating the effectiveness of privacy protection technologies. By measuring the risk of privacy
information leakage, the strength of privacy protection schemes can be accurately reflected , providing support for building more reliable priva-
cy protection measures. Therefore, how to accurately measure the privacy level of the Internet of Vehicles privacy protection technology has be-
come an urgent and important task in current research. Firstly, an overview of the types of privacy risks, privacy protection technologies, and
privacy metrics present in the Internet of Vehicles environment is provided, along with a privacy measurement framework based on the Internet
of Vehicles; Secondly, from both theoretical and practical perspectives, provide a detailed explanation of the three types of privacy measure-
ment methods based on anonymity, uncertainty, and distortion, and summarize their respective advantages and disadvantages; Finally, the
development trend and urgent problems of privacy measurement technology in the Internet of Vehicles are pointed out from three aspects : the
process, effectiveness, and methods of privacy measurement. This provides direction for future research and promotes the evolution of privacy
protection technology in the Internet of Vehicles towards a more efficient direction.
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Table 1 Types of privacy risks in the Internet of Vehicles
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Fig.1 Privacy measurement framework for Internet of Vehicles
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Fig. 3 Privacy protection communication model
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